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SUMMARY

1. Title

Establishing of International Cooperative Investigation to Respond to Technology Infringement

2. The purpose and necessity of the study

The intense competition among nations to secure advanced technology, coupled with active
research and development efforts to take the lead in advanced technologies, has led to an increase
in technology leakage crimes. Despite the need for procedures to swiftly identify, apprehend, and
confiscate the proceeds of crime from foreign-based perpetrators involved in technology leakage,
there is currently a lack of research on international cooperation related to the overseas leakage of
core technologies from South Korea.

In situations where the response manual for incidents of overseas leakage of industrial and core
technologies is inadequate, it is crucial to promptly establish international cooperation measures. This
1S necessary to minimize losses due to technology infringement and to efficiently conduct related
criminal investigations. Therefore, the objective of this study is to derive improvement measures for
enhancing international cooperative investigations into incidents of technology infringement by

analyzing the types of technological infringements and related legal frameworks.

3. Research content

In Chapter 1, an analysis of the current situation related to technology infringement was
conducted. Initially, to define the content and scope of technologies eligible for protection, various
types of technologies protected by law were identified. Additionally, acts prohibited and the
corresponding penalties for infringement were examined. Technology leakage is most commonly
perpetrated by insiders, but it can also occur through activities such as personnel scouting and
hacking. Furthermore, technology infringement may occur during corporate activities such as exports
and collaborative research. Various statistics were utilized to examine the number of apprehensions,
industry-specific incidents of leakage, motives behind leakage, and the current status of penalties.

This comprehensive analysis aimed to provide an overall background for incidents of technology



infringement.

In Chapter 2, an analysis of the legal framework related to international cooperation was
conducted. Fundamentally, the international criminal justice cooperation system and procedures, basic
principles and status of international cooperation, and recent trends were examined. Additionally, the
content of international cooperation with major Asian countries such as China and Thailand was
reviewed, along with the criminal justice cooperation system in Europe, the Stored Communications
Act in the United States, and matters concerning the Korean Desk. The international criminal justice
cooperation system can be broadly divided into cooperation through criminal justice and Interpol.
International criminal justice cooperation has a broad scope but is relatively complex in procedure,
resulting in longer processing times. On the other hand, Interpol cooperation allows for swift
processing but has limitations in terms of cooperation scope, relying on discretionary collaboration
from the investigative agencies of the respective countries.

In Chapter 3, an analysis of organizational structures and functions related to technology leakage
investigations in both domestic and major foreign countries was conducted to propose efficient
investigative techniques for practical investigations. Additionally, a comparative analysis of domestic
and international cases of technology leakage cooperation investigations and cybercrime-related
cooperation cases was carried out to derive implications. Domestic cases included incidents such as
display leakage and the illegal IPTV investigation by the Ministry of Culture, Sports, and Tourism

in Indonesia. International cases included DuPont v. Kolon, US v. Ibrahim Dimson, and other cases.

4. Conclusion

International cooperative investigations involve various countries and organizations, requiring a
multifaceted approach. From a long-term and policy perspective, establishing an international
cooperation framework through the signing of multilateral agreements such as the Cybercrime
Prevention Treaty, entering into administrative agreements like the U.S. CLOUD Act, and forming
international cooperation systems through security cooperation agreements is crucial. From a
short-term and case—specific perspective, actively utilizing Interpol or establishing joint investigation
teams with foreign law enforcement agencies and introducing mutual dispatch mechanisms related to
technology leakage crime enforcement is desirable.

In terms of enhancing the infrastructure for international cooperation, the special law enforcement
division of the Patent Office needs to strengthen collaboration with relevant agencies such as the
National Police Agency, the Public Prosecutors’ Office, the Ministry of Justice, and immigration

authorities. Furthermore, to facilitate the smooth extradition of criminals and international criminal



justice cooperation, active participation in international forums such as international criminal police
organizations 1s essential. Participating in these forums can enhance information sharing among
investigative agencies.

Lastly, diversifying international cooperation 1is essential to curb transnational crimes like
technology infringement. Therefore, it is crucial to establish and strengthen networks with law
enforcement agencies, immigration authorities, and other relevant organizations in key countries.
Simultaneously conducting joint investigations and requesting international cooperation with the
United States, Europe, and other major countries is necessary. Additionally, utilizing diplomatic
channels to request cooperative investigations can be an appropriate course of action. Establishing
an International Cooperation Center for Technology Leakage Crimes would be desirable, aiming to
facilitate various policy tasks such as crime trend investigations, investigative support, and legal
assistance on an international scale. This center could serve as a hub for addressing and

coordinating international efforts against technology leakage crimes.
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O =877t nauds Lo Ao et Aol deos, 7= 9
0| MIE BAUWHE| At ATHTEH Ayt Tl RABEES @
2 Aelg ZYSE XE, RATDZS L Aol WATY Yoo
B AR B
O og MefgARe 2ge 49 AWY=2E Sito] ASHPME &
AZA=TL 2517| Hof Wl et AZNETE BT s
(®M11E) | O AZASHTME S, MM = 7|t MBy 2HE HZ & s
SEfof of5t0l FE Ths

2. TopAlo} & Y EA(SEATust)6

7 FdobAel A ER AT AY B4 L 7Y

Axujul, ebeu), B ckAEE A, AFAL 5 =4S 2 LA
§ @77} ofdel WA sl AwE Hiel wAGA olFolAok ald] el wal s|wtel FU A
lo] Fadtth dlol, 7] the APHAES ARE ojee 274 W gl slo] AAE| 5
Ror gmAdolet: AEAA WAoRE 2HA WA WLaE ul AL BE o gol
o, olel@ oe] olf = 20199 olAo} wrbEe]l el w zEAA AW e EEREE

24 9t IPd dFAsE 93k F2 =2 79 (Global Programme for Strengthening Capacities

e,

a9

it

i)
2}

of Member States to Prevent and Combat Transnational Organized and Serious Crime, GPTOC)3}
fral mhePH A A (UNODC) Fdobalol 2 e ¢ A 9 A= (Regional Office for Southeast Asia
and the Pacific, ROSEAP)S A& AHHo AAGXYLE Wol Fdolrlo}l U AMHITZ UEYZ F+5&
A st A feks FHEA

AT HEYA 755 98l 10/ (2F1o], Zrutoe}, 2o weol Ao, wlQknl Jjd, A7}t
X2 ®H=, FEEE, HWEWY)S oAt I FAAIE F A7 (Secretariat for the Treaty on
Mutual Legal Assistance in Criminal Matters)] A& ®ro}l 20193} 2020 3xt#|9] F3]E dof
AR EXE F% UEND 455 =953tk

a A¥, 20209 3¥€ AL, A, APHFETIHeR FAE sHolAlol 3 UIEL A(SEAJust,
South East Asia Justice Network)7} A #@ = tt. SEAJustE #<l vFeF 2 HH AMF- A (UNODC)7F A
Ast= FEobr ol A FAY AT Y HEHAR IrAPPHTE TA7IE 3 A A0 A A
wiet HHE 9 FREZo|B 53], SEAJust® Ve WEEF frdl whel @ owx AL

(UNODC) 3+ @orel met dastn e rEdotael o Sops dg 32 WEN2 75 2

67) SO0 32 UYEYI AAtolE
https://www.unodc.org/unodc/en/organized-crime/SEAJust/overview.html Xt= (X]E42d: 20234 74
314)

68) SEAJust Em[0]A] https://www.unodc.org/unodc/en/organized-crime/SEAJust/index.html 2.
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P W As, ZRAE(ze} ZRAE)e] Ao AYsgon

7h e Ao AgEe] 9lehe

FEoIAO T2 UEYAE BE Y FulHz 2 2AHA e} s AAHTE 2o gt 52
Hola A& YPYS EH o7 3ty olE s o]Eul A FZ F A (active intermediaries)dE= 34

124 A (contract appoint)S A A& =93t A

20239 1€ iRl (R ) Fepyelzk SEAJustel 748k, 2023 49 ASEAN =7F & mhA 9
o2 omuAelrt ZFYPsHE A, 2023 49 7]F, SEAJustoli= ASEAN(Association of Southeast
Asian Nations) 107]=r & & 157]=ro] Fofstar glom, Jroj=r HAG2 ofeff Fof o)

HE 23> SEAJust &0 =7t si&
T =7ty
Bi=, HEH, d7t2=2, 2t2A, ojQfn}, EFLto|, 2[H,
ASEAN
Zai|o|Alof, ZHEC(of, 2= Alot
non—-ASEAN ST, ZElr2, 202, fstal=, Folo}
. F8 8%

SEAJust® 20200 99 9710¢ sHd3loEs Fa IAFAMAE TR EAld # AY 3] 9 (Regional
Meeting on Mutual Legal Assistance in Criminal Matters)S 233ttt 5 39 o= SEAJust U E
A= =3 AmvAlel, DA, Bl Alot TdET, o=l A e dAAL, UNODCO| 82
HAi7kel o] A7 AR #AAEo] A6 A 3] oo A= SEAJust WIE A A4 4
gt B AA ofe] Aol M Fsste aAAE TR EAAD o 8-S Astet
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Nr. C 221/12 (2. Protikoll).

77) ABEIG 1995 Nr. C 316/2; BGBIL. 1997 I, S. 2154; erganzt wird das Ubereinkommen durch das
Protokoll uber die Zustdndigkeit des EuGH fur Vorabentscheidungsverfahren, ABIEG 1996 Nr. V. 293/2
sowie das Protokoll Uber die Vorrechte und immunitaten fir Europol-Bedienstete, AEIEG 1997 Nr. C
221/2, BGBI. 1998 II, S. 975.
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A = 29 = ek (Europiisches Auslieferungsiibereinkommen)< 1957. 12. 13.
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27), AAH W (A3Z), TAH WA (A42), APEHA5Z), DAY AR, 54 AH (A1),
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4. vl=9 AFFAH(CLOUD ACT)

7h. A4

= o3l 2018d 3¢ “FHAA a9 dHoly &89 YWEstE ¢t W E(Clarifying Lawful
Overseas Use of Data Act, 13} CLOUD Act)”S FHAIAY. & HEAAE V79 SAAH] A F A}
o] Bf E= desta e SAWE, EdY deld, A R Sl il ZAETIe] AA d)
ol 7} AE f1Ael #Agle] AT 2HS T F UAxnF PAToRA A dolHoo ol thdh
HEAH FAE vrdsta JAoks) T3 CLOUD Actoll M= 71E FAGAAPE F%2 daboll gk digte
2 e AR7|Ho] vyt P A (executive agreement)S A AT G-, ko] o]o] LAl Af
w1 AL HolHE 45 a7 7 A=ES AL Ak o]dtell A= CLOUD Acte] 4 w74

Aol A AR S v R nA F,
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BN
S

Y. JdHuA: w3224 ZTE ofd A= (Microsoft Ireland) A

(1) AHE #A

nlo] 2 2 A X E (Microsoft) = 1997338 hotmail.com, msn.com, outlook.com % <7]8F o]wd A]H]
25 £GP0 nfolAB AL EE ALEATE SIS oju Y HAIXE do]lE AlE o] A sk}
dolgy AEH = vlar L sejo thFst f o] EAst, 5 AL8Ate] AR AFLA = “UESA A

A (network latency)” @7Fol whel AA A o] A2 dolEHAH 9 AMEAF ko] A 7E WS A

s &b mEA T Anzs Eo] Wolxe dES D oprlaAe deE W, odd ddez <
S A 2ol A4S sbg 2AE dold Ade @s B wed AgAs HY @A)
Qs “%7h mEto] uhe} vielAamsmEL dY AR dEUel 9% doly AHel Yy

!
Stk whop oleld] HW, BE Fdx gw % giEe] wig Ans v 0 AwelA Atas

’

89) CLOUD Act o]do= @7 3jX](Orrin Hatch) € o] £=gt 9J3]= AFEAIHZ 717dsto] sielo Agd
diolgo] A2 4 v WA 279 nfdS Al&st Ao] Qlot. 20159 “sfiejo] A7gH dojEo tigh HAR7]
o] 2o st HE(Law Enforcement Access to Data Stored Abroad Act, LEADS Act)’z} 20179¢ “=2A
£l mato]yjA] H(International Communications Privacy Act, ICPA)"S & XMAEAIHS J[A517] ¢t ¥
grojlont 9Jg]ofA FuE A= 3.

90) 2013 AR E #A|7IA] Ofo]22AILE = “Outlook.com”0]2h= O] §02 o] A¥|A S A|Fstil Qlrt.

91) UpO|ZR2ATE = Z2FRE AMH|A J|Hto g QY AB|AE AlFStL =t 1007]= o]/de] 7ol mjo]Z R
AnEQ] "HEY Fefer’g Foll o]87Fssith. 20149 ufo]ZR2ATE = A AA dlolg AlE Q] 1008 o]
o] MH HAFEE Hlstal o o2zt HlolE] AlE = 4071 olfol mAQltt. tfo] A2 AXEO] ofz] Ho]H
Ag & gt 22 ofddie gEdo HAGHQ L nfo]Z2 AT E XAl o] P& Tt In re Warrant to
Search a Certain E-Mail Account Controlled and Maintained by Microsoft Corp., 829 F. 3d at *202 (2d
Cir. 2016).

92) In re Warrant to Search a Certain E-Mail Account Controlled & Maintained by Microsoft Corp., 15 F.
Supp. 3d at *467 (S.D.N.Y. 2014).

93) ofo] 32 AREL 10| Qeist A7pT o ofaf tolEl g o] M5y Mol W2 AMgAe] Aot 9lXE AS
Sh= AXFE K] Fu AFRAZT AlZst AW O|22 483} In re Warrant to Search a Certain E-Mail
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W, Fa5 ARy Z]E2AS AREARY] olFelu wUkel B2 AR 5 dF HUE A H(non-content
information)= H|2E % Ed38] E44 v)a ) Aujd A FE D

mto] AR A EE olelg ojHde] FREW, tlEH AXE A& dolHel ] fsiA e

Had doly AHE EAAW st FEAATS ey AL dolgel e 18 slol
ausze Ao ofddse Zedow 44 Bk g, W W AR A b ol
Hulolx w2 Zzade Ead 4 A 2E A A%E A AuE 4T & AL AT dol

=

mtolAm AT E oa] A, A, #el B EFHL A= 5 47N ojWd AR FRE SHFA
st &5t W& olATtID Xkt S olwld Aol miof Wufo] AMEE Tt WS whe
A3d3sk ol f-(probable cause)’} YFHAGTL FIAsle] IS FRIHT G Washington F
Redmond®ll A7 9l wlo]AE A Eo A A AT

g do] ik &S wo]ZRZAZLE Global Criminal Compliance(GCC) ®lo] g9 a3,
GCC & dHelguolx= Z2as) = toly 3 =75 ol&ste] ajd A8l tigh vlo]g 7} ot
of AgEo] A=A gelstar iF FrIE AT AMEIEH AR ARE FH8ATHN

o] AR A wlolAZAEZEE v W AW HFH = B8 A H(non-content information)

E AEstd oy ZHl= ARV gEded A= o] AET F gtk ofE 5o AE R U
gk gk el z+3F A1 A (motion to quash)S At

ZEL of A o] HEdd AFE Jus 52 sTsE o,

Account Controlled and Maintained by Microsoft Corp., 829 F. 3d at *203 (2d Cir. 2016).

94) In re Warrant to Search a Certain E-Mail Account Controlled & Maintained by Microsoft Corp., 15 F.
Supp. 3d at *467 (S.D.N.Y. 2014).

95) In re Warrant to Search a Certain E-Mail Account Controlled and Maintained by Microsoft Corp., 829
F. 3d at *203 (2d Cir. 2016).

96) In re Warrant to Search a Certain E-Mail Account Controlled and Maintained by Microsoft Corp., 829
F. 3d at *203 (2d Cir. 2016).

97) sid ol Tt AlES Q+6hs AEol= "a. old Aol ALE 2E oY W&, b. olF, F4, AgWHZ,
AAHE, ML J1AA PR, 2100 R4, ARAT 5 AR ALEAIE A¥T 4+ U BE 7% T& 4
B oc 545, 1725, A 2 2 5 AR ALgxo] ojs] NAE RE 712 EX AR, d DAKANEA o
& 715 5 MSN#t At wld B AR ko] FAlo] #eh v 7]570] 23t o] QIQIt}. In re Warrant to
Search a Certain E-Mail Account Controlled & Maintained by Microsoft Corp., 15 F. Supp. 3d at *468
(S.D.N.Y. 2014).

98) In re Warrant to Search a Certain E-Mail Account Controlled & Maintained by Microsoft Corp., 15 F.
Supp. 3d at *468 (S.D.N.Y. 2014).

99) In re Warrant to Search a Certain E-Mail Account Controlled & Maintained by Microsoft Corp., 15 F.
Supp. 3d at *470 (S.D.N.Y. 2014).
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T8 -2 % v 9 (United States District Court for the Southern District of New York, o]} “X] "+

A0S WE B} AFEAR) TE AW A%, ARAL 14T 5L AAE RASFALIO Y
o gl AT AWHE AMBE @EAA ARBES AWIA2FFH THE BAE o &
stol #a Wl sl WE Fgol wheh AVFAAN L A dekel F4 EE A/EA UE
o FAE 27 5 AVAIL FARL o ¥AY AY I dEA 4PNt ABHEA =

AL FAZ| R ARG AR HAAGRE B Myl ko] #AE FEdvar ®okth12) B

AFEARE AN 2AFTA JRE FAT 5 JE WAE A

AN ARE sy ANFAAE AT oM WEL TAT £ UEF 4T
4 Qe 2AE Add AUHQe A203E @3N ‘Y% (warrant)ol2he 8012 AlEan

A G AAE o8 AL FARL AL olel@ WAel WAL FA I v,
3
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Q)
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2
HHN'
oiﬁi

(subpoena)©o] &3t¥ (hybrid) EIgtar R uh103) & w5 oA o A
= FA o] AEE o] fE dFste] FAbel o] IEREAIRE & dAeA = AEHE I Zo] A

A 2ol A3 ISP 99 Wel 517t M¥E A8t oM d A

o oleld S5 T2k ALEARA A delFe o] B

A FeEte AR FES sEEIGn Bt dushd, AR FAAR stolw Y R
o xo] WA 27t BREGSALY Bt ARE A2 Qs Aoy wEo|t} 10 o]e s
S e T " Agre] weto A ‘S folEvt stmEgto| B BA ALY AFEH o8 g

o)
w7b ofel, dolE 7t 2ade] A& A9k o] Atgo]l dd AHE QIAT F s w o] Fox

9 AHe Anprn, 19869 49 BuAdAE dqelFolel da FALeR AFsn A=
GAW, AR ARl ela] AAdom AR F At AL wdsta o, 20009 oy
(Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and
Obstruct Terrorism Act of 2001, USA PATRIOT Act) A108=FlA & #A2703x& /NAst+= WE&S =2

100) In re Warrant to Search a Certain E-Mail Account Controlled & Maintained by Microsoft Corp., 15
F. Supp. 3d 466 (S.D.N.Y. 2014).

101) In re Warrant to Search a Certain E-Mail Account Controlled & Maintained by Microsoft Corp., 15
F. Supp. 3d at *470-471 (S.D.N.Y. 2014).

102) Orin S. Kerr, supra note 496, p.1212. . In re Warrant to Search a Certain E-Mail Account
Controlled & Maintained by Microsoft Corp., 15 F. Supp. 3d at *471 (S.D.N.Y. 2014)o|A A{Q1&-.

103) In re Warrant to Search a Certain E-Mail Account Controlled & Maintained by Microsoft Corp., 15
F. Supp. 3d at *471 (S.D.N.Y. 2014).

104) In re Warrant to Search a Certain E-Mail Account Controlled & Maintained by Microsoft Corp., 15
F. Supp. 3d at *472 (S.D.N.Y. 2014).

105) Orin S. Kerr, “Searches and Seizures in a Digital World”, Harvard Law Review, Vol.119 (2005),
p.551.
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Ao AFHAE B F2HATHID

upepA A A o317t vl el e ISPE A|2703% (a)sol wheh e FAo] Ssto] AH

7F AE 1A ek #Aglel Ao Aujstel] = ARE AT g%t Adve FS dAF Aol

T}.109)

He]Hg FA FA9 A PEA A&l g "W AV fle A5, MES 99485
2 gFow, olgdt YARLS “wxe HE U] FAE &S, AAe £AE F&sA F=rth(does
not rule the world)10"= F4 S wrgske Zojth. Loy o] Abde A AWy de 948 F4 54
AL A HA gevha ddskAnh dvstA, A ddS s A dAg g9 s Hx gs)
= Aol ofya, m=we] HHPAS owmow gHst= Ak ofun oy AgE o] An]ZA|

FTA Aol B oz EAY AS QAR &7 wolgta AASF TN S AH AL ¢F
o HAE dolHe AHA(storage) A otdW;=7t olye HEIL dEd WES HE(review)d &
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106) In re Warrant to Search a Certain E-Mail Account Controlled & Maintained by Microsoft Corp., 15
F. Supp. 3d at *472-473 (S.D.N.Y. 2014).

107) In re Warrant to Search a Certain E-Mail Account Controlled & Maintained by Microsoft Corp., 15
F. Supp. 3d at *474 (S.D.N.Y. 2014).

108) In re Warrant to Search a Certain E-Mail Account Controlled & Maintained by Microsoft Corp., 15
F. Supp. 3d at *474 (S.D.N.Y. 2014).

109) In re Warrant to Search a Certain E-Mail Account Controlled & Maintained by Microsoft Corp., 15
F. Supp. 3d at *475 (S.D.N.Y. 2014).

110) Microsoft Corp. v. AT & T Corp., 550 U.S. 437, 454, 127 S.Ct. 1746, 167 L.Ed.2d 737 (2007).

111) In re Warrant to Search a Certain E-Mail Account Controlled & Maintained by Microsoft Corp., 15
F. Supp. 3d at *475-476 (S.D.N.Y. 2014).
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2 AHe= o] 2A4E @ed] Al F 7l (compelled disclosure)”el gk Ao = o] # 3} ¥ t}.115)
Az stolm e d Aol ff Aol BAIRle]
= 78 A5E AGHNA AlFsor s

TC
i FAsAY. AFs AdsA A" AEHES B AR BARel AE WF G

(Electronic Communications Privacy Act, ECPA) #|2#

(Title IDY AFFAHo we} dRHATH 5 HS Au|2=A Tzt & AFdH Zulzx gpdz Aqujx

AT A7F Bk 7Ed Aol gk 7] S ZtolMAlE Hoaly] 913 Howm Sy Al o) Al
A A FdG Zatol WAl BEE HAZ|FA74A 317171 98 A A= A
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of @itk AE AASATLD o5d UMESA FAle %EQ] TCP/IP Z2EZ2 19804974 =
of eajA AHEE 7] AL = gto]= FWWW)2 1990744 = whso] A4 ekgkon, 1936 ™
of AE I A B o] A Follof A AR ddd Qe dle]l AwklEcl Al -8 st 118

112) ul=oA HYR Lol FR= 2830 oight ARje] FAa AR 7]ECo=2 5to] PALZE(criminal
contempt)y} UIAIR & (civil contempt)C. 2 JLEECEH TIAIR L2 0]2hd9)(incomplete) E%OHHOH st AR
ojulsty], Yol WE wi7bR] AANZE Rafe| il FPo] 555 vhE R E83PQvt TaE L ARle SHEHC. YA
2890 M= AEsty] o] FAo] ofYt WA WP WHsH] sl FutEln], gIAMEA] ©h27] o2
APEAt] WREE SRR EA] Welh WEA oher) v, WAL &L weol WS AFAZ, ofu] ¢
(complete) 915 AWsr] 9Js) FAECh sl 5. 7= WALl AA| WA T A7, AEHAA
T9 A=A 2015-15, 2015, pp.59-61.

113) In re Warrant to Search a Certain E-Mail Account Controlled and Maintained by Microsoft Corp.,
829 F. 3d 197 (2d Cir. 2016).

114) In re Warrant to Search a Certain E-Mail Account Controlled and Maintained by Microsoft Corp.,
829 F. 3d at *201 (2d Cir. 2016).

115) In re Warrant to Search a Certain E-Mail Account Controlled and Maintained by Microsoft Corp.,
829 F. 3d at *201 (2d Cir. 2016).

116) Marc Rich & Co., A.G. v. United States, 707 F.2d 663 (2d Cir. 1983).

117) In re Warrant to Search a Certain E-Mail Account Controlled and Maintained by Microsoft Corp.,
829 F. 3d at *205-206 (2d Cir. 2016).

118) In re Warrant to Search a Certain E-Mail Account Controlled and Maintained by Microsoft Corp.,
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Mool halA AEs: Yk mhebd Fauae

o] AHFL EBA3y] YsiA dAHYge dogHg =H =z o] 9% (Presumption against

Extraterritoriality) ] f1¥F o5& HESIAHH “9o| & F4 49 7ok JolAgol that 9

713e] oJAb7E WEo WA A olal EretA UEY A e 3 Y TS oA 8 HolA = <t

b 9ot 12 At 92 Morrison ARACA 54 WES 9 48§ oFES EA87] AT 2
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H (rebuttable) <
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829 F. 3d at *206 (2d Cir. 2016).
119) In re Warrant to Search a Certain E-Mail Account Controlled and Maintained by Microsoft Corp.,
829 F. 3d at *209 (2d Cir. 2016).

120) Ibid.

121) Ibid.

122) Ibid.

123) AYdiHd-2 o]= 58712l %(Securities Exchange Act)?] HA8u WAE Morrison ARAoA Hj& &
279 YRS Ag GAHo=Z AFGstnt. o] ARoAE SHAM] S st e ZEAAY AL

o2} gAIElsied, AYTYRE FUANY FHY elHgol wYsb Ut 9w,

5 71%elst WAt ast obet o2 Uola Sdo) Pofe mopE Aao] ooty werch of

B TRl o Susjded AE AUl g BT £l 0F golN WA Adhel Beis Ao
61%‘_\1}% FXo] AL LH‘“—“:} Morrison v. National Australia Bank Ltd., 561 U.S. 247 (2010); WA
A, (g A 1%%@1 ¥ Kiobel #Z9] ZARQIUHA HAE" AU =5 A58d A3z, 2013,
pp.256-257; William S. Dodge, “The Presumption Against Extraterritoriality in Two Steps”, AJIL
Unbound, Vol. 110, 2016, p.45.

124) In re Warrant to Search a Certain E-Mail Account Controlled and Maintained by Microsoft Corp.,
829 F. 3d at *209 (2d Cir. 2016).

125) Morrison v. National Australia Bank Ltd., 561 U.S. 247 (2010). o]g{st dA L A FX|9 ¥R o]+
o ygae] $EE ol g S 3 olyoln), WYL Esix| e R A AnE SHE 4 b
W02 APAESE 013 TS shalstol nlRol FUie GhelTAo] il JaFe oblste e Abo] WAlsie
ogre shoh, WA 716.8] supra note 616, p.270.

126) Morrison v. National Australia Bank Ltd., 561 U.S. 247 (2010). o] dAuijHYL 20169 RJR Nabisco,
Inc. v. European Community TZ0o|A] Morrison HWZAAQ HIAlS R&Esto] 28A HAIES FAl8ts)
3 EAA)ZTE RJR Nabisco, Inc. v. European Community, 579 U.S. ___, 136 S. Ct. 2090 (2016). RJR
Nabisco AAA= B @ RAHZE] x{¥H¥H(Racketeer Influenced and Corrupt Organizations Act (RICO))
of WAMA W 3 WA 2oEhy A% ) A8t LA of AZldlA AgthEde AW 7
Aol s olodgo] Ageck worot, Asfula A4 sIQolt Aol st FUA Esfo] chshAIet
B+g 2 Ao, sfeoAel &bl tigt B+ 5185 O*LEH_ sttt William S. Dodge, supra
note 616, p.46. RJR Nabisco #Zo| tigh AAgt #A42 BF S, "0]= %EJKF”J AolAE 7]E: sfleoAlel

b4 @rarsiolof thst u]2 oty o] RJR Nablsc o2 BAg zAloz” AA|AZet ¥ A305, 2020,

62
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indication of extraterritoriality) o3& 3-¢h3} HE
Hgy AHEHER RS dAdsol 3 olE FAuslry] YA WHEL Y HEY FH AdHHAXA

(focus)7b F311A 221d AHFA S} @& d= A7 olvol A dow=AE dofsfof 128

WAL $4 87t WES] 49482 JEPEAE WA Avngdch AFENEY 9F 23] o
AH g dEagEAd A WA AFEAY 999 §S FAHeE tehA %1 grkn
1 gk} 129)

EH, 987t ‘Aol olB ASE e dY WE 23] JEHOR ARHIE AL Ju@
U RT3 “qdgre AE

A AgEE ZeholmAl At ol gu 544
A o] Foj Aok grhaL 1 gkehisD

gagde 438N
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uEE aTe WY AZERe

ofop Frial Hokth1s2) mF WS AFTAY JFo] deHed dFH A 9 dHea
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fof
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[e]
(ECPA)" ol b= A 3ol A= 7] wEed WHES T8 TS

pp. 239-246 &R,

127) William S. Dodge, supra note 616, p.45.

128) Ibid., p.46.

129) ®3t, o] Aol tisiA AR Al 15 HE Al A A& tist 7ol gltk= Aol disiA 1A
5ttt In re Warrant to Search a Certain E-Mail Account Controlled and Maintained by Microsoft
Corp., 829 F. 3d at *210-211 (2d Cir. 2016).

130) In re Warrant to Search a Certain E-Mail Account Controlled and Maintained by Microsoft Corp.,
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293) 2 LR WY 2022, 2. 9. A1 20217822 TA

294) s *Pd% 4‘* 2AFsE QIEZ(INTERPOL) mh7d 3594 MH AHES AK-wQtste] RS ,
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WA A e AR R 23, FAFEF AYE] Qo] FAZE ofel9 AIE Ryl Qe Aol

of BWAAel A% A4S gl GHelth old @ AgelA FARAYW w5 G

Apoz ANE Fstel B YT ouish Avh B, Seleel ] FAEA T AL
Sgah@sl o AU PalE PG shol v S BAA ol

o

7}. DuPont v. Kolon
(1) AFA 7 2303

T E(DuPont)oll A 53t wlo] & m] A (Michael Mitchell)e] th& 71920 32 % (Kolon)2.
2 27k dYguE S FESATa 714" Abdelth Mitchell W AIYolF 2] x| =(Richmond)
Aol el A 1982 H 2006 7kA] e ek T oll A 2563 R QITE Evk 20031 F-E
217 ZgAreE s ol sk AL, 20061 A8 @ mlE® s aLE Utk Mitchell> HAFst7] whA ) 2y F
frol ghviel A" 9FE stk DuPont& Mitchellol a8 & Al & AoFe] HlF 7|
&S dela, A Ao et AFsta JE EE AR dES @ FE 3tk MitchellE RE EAES

M E S-S Belati DuPonte] A4kl ARES ASaAL TS $ATD oFE P o} DuPont #

A4 e upsa 9tk LeFS Keviard 7143 mAES odstn 9= ade Zu
Mitchell & ZFotth Mitchell> 20073 5 A" Ao s ZeF AR} =987 98 =&
HFEBITE MitchellS DuPont®] Kevlar$t 7 A3l Kolon®] ¥} ofglvw]= AH A%<l Heracron® A

b8 AR R #Ed AdS Alasty] s dA" AkS AZAFTE DuPont®] AEWEARE
Mitchell®] HAF A% 555 HESS T DuPonti= 20079 59 AWA=(FBDI v= 245F4-(DoC)
o] Mitchell®] &% E3] 7199 AAB|EHZ 7154 (the potential theft of trade secrets)oll ™dF ZA}L
WEs TR

(2) 5AH2 3t

A AFAE ggud Hal AFASE Richmondel DuPont®] 7o) A A)sh o] Aw4Al=(FBI)

Richmond A7} FAFE @989 th30) Mitchell& 20099 12€9€ Agdnd dx 2 A e o=z

R
oy

302) UhLAIZ, “HAFAY, 3u UESAI2 R E Al ot”, 2023.05.03.
https://www.imaeil.com/page/view/2023050218411604982 (X]&Z=Y 2023.10.01.)
303) E.I. DU PONT DE NEMOURS COMPANY v. KOLON INDUSTRIES, Civil Action No. 3:09cv58 (E.D. Va.
Apr. 27, 2011)
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FFE ol A9 189S Attt AWAFE(DoC) 5495 A2 (Department of Commerce’s
Export Enforcement Office)?] =02 FAIE sk A3} 20123 7252 5 JdIXES JFgv| 2

AAFR 7239 h30) o] F 20156 T LB DuPonte] Kevlar 7|43 #ad dgude

i

oftl

£
S g3 RS AFAL A= EF 85008 delsh wiad 29 75000 el s A aukgkthae) of
% Gl AR A, @A GRE/ALANTL I Sol A 7] 49l

l?__
A QRE R, WERE GAT FARATIAE 43 4L SAThoD

W WERel AWEAEFBDO B SAN 712 ARel d@ Adow dAuL FEAel g 9

o 4TAA A Aol SRR AACIJTHI® mFe Mgl BTG o4 2
& Aol Ul e A1 el BAS AAE Bape] Fap)gel AmH Y] Wil $utel 799
B35/ /A P05 FE BANGel B kel givk AWFAT(FBDS WA B W a3
W oA AFE vl B FAbsk A asgl FUAT FAAS AT JonE nwe 9%
FALSE AR Y R A S (Plea bargaining) A A4S BEHTI0 AHAN AAELS frE
A, WA A gAlel ol =w FALY] a7 el AT Washs A WA AL FAT & 9

=]
5
o Hoele WY A AR FUE £ Gegol U% Hobd A0E BTk

. US v. Ibrahim Dimson
(1) AFA 7| 31D

w3} of

e

2 AF7H-E Coca Cola Company @] #5386 250 T2 AE ok JPH| LS /=31,

304) AFE. U= AYHEE 59 FLuY AHARAUS T AAME - =7]do] tigh fAREIE FAoE - FAT
Hol] Al=3F 64, 2019, 313H.

305) FBI ¥ Z=X}& (2015.4.30.) Kolon Industries Inc. Pleads Guilty for Conspiring to Steal DuPont Trade Secrets Involving
Kevlar Technology
https://www.fbi.gov/contact-us/field-offices/richmond/news/press-releases/kolon-industries-inc. -pleads-guilty-for-con
spiring-to-steal-dupont-trade-secrets-involving-kevlar-technology (%] £4922 2023.10.11.)

306) FBI H=X}& (2015.4.30.) Kolon Industries Inc. Pleads Guilty for Conspiring to Steal DuPont Trade Secrets Involving
Kevlar Technology
https://www.fbi.gov/contact-us/field-offices/richmond/news/press-releases/kolon-industries-inc. -pleads-guilty-for-con
spiring-to-steal-dupont-trade-secrets-involving-kevlar-technology (2] &%= 2023.10.11.)

307) FBI B=AtE (2015.4.30.) Kolon Industries Inc. Pleads Guilty for Conspiring to Steal DuPont Trade Secrets Involving
Kevlar Technology
https://www.fbi.gov/contact-us/field-offices/richmond/news/press-releases/kolon-industries-inc. -pleads-guilty-for-con
spiring-to-steal-dupont-trade-secrets-involving-kevlar-technology (2] £4%2d 2023.10.11.)

308) o], AA71Y FEAMIOA FATHIYAE = digt A, E.0jgo] EHJAHE H 15(1), 2021,
162-163H.

309) AEHl. Ol= AYHEE 59 I ASHAFAT S AAME - el=7]dol] Tigh SARREIE SR -, FAL
Hol A=3F 64, 2019, 317H.

310) AEH. U= AYHEE 59 | ASiArdT s AAPE - =7l gt SARFEIE SR -, FAL
Hol Al=3F 64, 2019, 318H.

311) US v. Ibrahim Dimson et al., case number 1:06-cr-00313, District Court, N.D. Georgia
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71%~% AlAolt}t. Ibrahim Dimson, Edmund Duhaney, Joya Williamse ©°]&2 &5 Coca Cola
Companyd <F3td AE2 ggu| o ot HL@ske] Atk 20061 5€ 199 PepsiCod EAL+=
olE et AASL Y= Coca Cola Company® EAbo] 3+ #He EA AR S £RF=dH 71 AR S

T 7} Coca Cola®l &2 H|ZUY2x BFo BEAE Hol 729 Purchased] 4 A3+ PepsiCooll $-HOo =

e

&3 Zoldnt. & BEAazdA &Rlo] A3l o] AA= A4S "Dirk"ghar ¥rlal, 2= Coca Cola
o aejA e o] Jvkar FAskH AT W 71 ARE AF A Coca Cola Companys <A
AgeA=(FBDOl A= AdsA=EBDe Akl "Dirkk"7F 7S BEA229] Tbrahim
Dimson¢l Aoz Wt FEFAL Eo 7|¥WARY EX+= Joya Williams®, YA Coca Cola
Company 9] #A}o| A Executive Administrative Assistantz}E= ¢ F oz A3t 9o “Dirk’#t A9
g Abgko] zhal el AW AR HEAZTES b Ak “Dirk”E AWSFEANH(EFBD S SAL2 Y
A 14901 %] 2] Coca Cola 17} M3l BOEAMZ ALt H& 7] o] BAEo] oJAHs] Sastu
sty HEHA JdguidAgeta gk “‘Dirk”E 19 2¥E 27893, AYE A& E W
stAth. 4ol "Dirk"= Coca Cola®l &3 ddnlolat 7[Heleo] &y v& w45 AL +
7} AHE e o) EAel tisidE A9z 500088 S w2 ok "Dirk"s M 2% Coca Cola
ZAEA 7|HAF WES gHete d 7500028 o] Fqe] T o gt

(2) A 312)

1A EL 20061 PepsiColl #AAL} HESEA o]#|dh HRE FAvjstal 2 A= S PepsiCooll A
71 AWFEASH(FBDO Alugla dWFEAbaS JAFALS B3] HAsG T A tiulA
5 7

Y A}2l Pepsi

A

2

£ Coca Cola Company? dguES ¥F
Company°ll 974 d49Hd A3 FJ= 74tk Th4ole d9uE S A7 A8 T2 2, =
skode gis] Aol A9 10833 Ho $250,0009] HaS FHst= d9gE 4Lt Coca Cola Ht&
4o dga Aoz vye FAE Fdl Joya Williams7b A4l Sl o ddS A¥Ei #A4E

Za 7pgel ¥e A A= grgd. 2006 6¥€ 169 <AWFARS(FBD 918 a9l

o N

-

to

Hartsfield-Jackson = A& &4 Dimson("Dirk”)& %yttt "Dirk”+= "wl$- 712 7olgtar ZTAE EA7}

= B ek A AlE AEC] =01 v AN ol =2 #EW N7F 5o 9= ZA Armani

Exchange 7HdS A3t 91 242 #AlF

EolAvs w99 A w=dA A2 E FT] AAtel Eol 9= "Dirk”ol Al 1002 2] ¢F 502 A #H =

30,0002 21 & A=Ak 20061 6€ 279, AWgAbs 91 e o] "Dirk"=HH ym A ggud FES

150%F gejo] ARG Aerdlith 22 Y Duhaney®t Dimson("Dirk”)E AAIEQ o207 23 A
ML AlFoel] AHEE F4E Duhaney® AFAAT AR 542 1507 @29 $55 &0

SHA st Aot 2006\ 7€ 5Y o E#MEFI A Dimson, Williams, 223l Duhaneyt 150%F 22 9|

NEL HEAo HiEd F otz 50002 S A

312) Department of Justice, Trade Secret/Economic Espionage Cases - US. v. Dimson et al. (N.D. Ga.), 2006.
https://ipmall.law.unh.edu/sites/default/files/hosted_resources/CyberCrime/CyberCrime_TradeSecrets_Espionage_Dimson.as
p.(F&9EY 2023.10.11.)
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AA7F AAetzlz 3 Fd 2 ARl A At old A E Ut Dimson¥t DuhaneyE R4 §i

ol =¥ Willlamst= A#S 7Ithe]= &k 25000889 BA TS Wil F-aollA dlouth

filo

(3) AIAHA

Hl= FBIE d¢nlE AbdolA AR QAS &8ate] AFAE AAstdn sid AMd S 9] extE o]
A o7 FAS| AL FFoto] A Sl AL da, SR £ s GHREI AAE dE AR
£ Fojstaxt & GgniE dHALA o th Coca Cola Companyoll Al +5-3kal 9wl 319l Eo] 4 AAFS
PepsiCo?] #AIAe} HESF] dGu| S Awsty iz A= oy, PepsiCo oA <At
AasEA G=AL7E o] Fol R Aotk AWFEALH(FBDS 91 dA#S PepsiCo?l 19 BAAR F st
of AE AEdte] A7 Aotk vl Syt obs-HAade] AERSo w3 HEANAT G

A7 H gl diula BEE Fap Al B83 4 gl Ro] Aol

&
>
H
)
o
2

t}. United States v. Yanjun Xu
(1) Ak 7] 2313)

FANF 3= FHlolR I AR QE A FE =42 Yanjun Xue Hla HYAL 2 oA A7
=

W vEa de 54 S EHoR Agn b, 99 FAs Bk Agetel 33 492 ol

I AXRE 2AYY. Xus =9 o] 93] GE Aviation3de] =3 B3 &F 7] oz @ REF @
H

dgdhe 8H¥S By F F & FHE A FH XusE aMEArh ofF AWFAS(FEBDS GE
Aviation #o 2 7pgste] Xuste] SA4A1S AT 2018 19 Xue ALbolA "Al =g A, A7
ZEA~ ARE AP AWFAS(FBDA et A9 GE Aviation®] Ade 53 AHE F 7
ojmldE Hulth 20189 2€ Xuw HHoA fFHolA Wbzt ojoprglar
&} JE12] AMES Buldeta 83 Xus 201849 49 19 A9 A}
A3 AFE 7HA Ao 2 o3PS wyka Wr]oo A Aur4Abar FBIo| A 39 it}

A
[

(2) A2t

o] Az GE Aviationd] £AA9 93telo W A wka vF %ok duw PH 2 53

A FA L] AAZE 71kt v BARe] GRS (Aol e HAYeHI Ak

off

313) United States v. Yanjun Xu, 1:18-cr-043 (S.D. Ohio Nov. 5, 2022)
314) GE Aviatione A& P& UAUAE FF SPA2HRS AT 029 FIUAI
https://www.geaerospace.com/ A&
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3l Yanjun Xug #7]o| A#=E dlog AXJEFH 3 T HxlQlEvtol o WA M, A

Yanjun XuE At 2stelz] Jo2 Fx& AP tEsd) v52 Yanjun Xud A E3sH7] $3] A7)

o} FZ3 L FAFRE AFSF A A (The Criminal Division’s Office of International Affairs)+s 7]l
7

ARSh WAe Ay AR AL Wol WAAAEE o v]FOoR SPWE YT o] FULRIS

(3) AAHA

A ARe mE RFEReL AW ART(FBDO] Yanjun Xuel ohaixl 91&FALE At d7]d 2
ojFSEE FEm Fol Wrle] AR AT FYsto] HAT Fol, MHAARE AAE YobA vmom
Fas WA A etk o] AN FAFEFAE g we Fx7t AuHer g AHow
A T2 2ofolut MFAdE xofo] AAF O] glojof xao] ddsta, ek A YA do

Tl ofs) Psfof sky] wEol dapelg o] FA7F ojYrh ojeh e FAE AN A=
gtk FAME HEee AFTlA BR7Ee AlWlE CH7ER QX dto] Cx7belA B=7ke] A
of o3 AEIET ste] AxvtE WHAAE FAS AAH $EIEF s e 4A Fh vso] 2

A dAstar lar, SAALS oA gzgAbel gk dE S A A e
H

315) WA e, Atelato] Walo] oheh PAPMA the Alefo] T A7, obEchta WA=, 2023, 1369,

- O v
316) FBI H T At® (2021.11.05.) Jury Convicts Chinese Intelligence Officer of Espionage
Crimes, Attempting to Steal Trade Secrets

https://www.justice.gov/opa/pr/jury-convicts-chinese-intelligence-officer-espionage-cri
mes-attempting-steal-trade-secrets (&9 2023.9.11.)

- 168 -



KR

nR

AA7 gom fE

I
=

FaL, o] %]

s
1
™

)

—_—
o

-

]
—_

0
o
il

A ez wiEeal glo] AT EFAEA A of

o] = wj

9]

H7IA A v

sAE

ey
_

FaL, Al =gl

9

3]

fof o] ol A u]

93]

BotxAE

1=

1)
=i

2=

Ao A

U7} oy

h=ie}
=

o} )4

goltt. 1A

BJAL, ZPEARIA G ok Al 2

il 2]l A 7]

9]

H

T
)

14

o BAHER obUeh g,

, WA S

=

o

o Az

o]
H

L
R

2o

X

It

o

Ho

ol
S

131, bl

2 2fol A =

[e]
|, ¢

=0

= ol o

o
K

of A7} A E e

<
T

o]
A} Qe Elgle] R

)

o

Rl FALZ e AR

=3},

9ol
UL

S

ps

o

7

)

ﬂ_,mo
0

!

,_u_,mo

ey
il

TR

4
-

5

5

"

2~
-

<}
=

JAES
L= |

]
Z|

ZEA AL SAA

KN
=

o FAFEEA AU

o
_voﬁﬂ

oo

- 169 -



A4d Aol HE BHE FAFTZ FAAE E AJALE

1. Fu) Aol W FAFE FAAE

7h ARA A=A AMA FA}
(1) A=K 2.

M=AR Aol (Gand Crab)= =& BHASR Q57| AR st mt27br)e] Jandd, faz
AHEAZE Aol E Ty A
Pot=s FEa3ch @9 A GDCB, KRAB 59 &A= Ao dustsv], gastd s 54

A otz el 23U (hwp)ol FFE AL #E F o)
o ZdE A" ARE C2AaM(dE Aol desta A =Ed WAlE a2 (Tor) Ale] Eo
AAste] Aaia FRE 21 4 gt MEzke 2 Aof o]

galar, gA o AAAAHYPE 2 AFEEES 83 Aoz deA sy volrt v oaES VPN

APE Slol= vag) An &8, Pt 34 FAE dE] A gdd W S ARSI
=

o

2506 BAololz APsolE A

TEAPEM & AHFsl AM=age] HE" &4

oh
oM de HEF Aom s rEs R g TS deafs Fal olnd

mdol gl s HF-sto] LFEotes AdS Zujd §, Ao A A A Fdh= A A9
(o= ]

USRS e A KRS o R

(2) A2 3}

BEE FAE A AT AR RE APste] ollde AEE o AbSd EvQle] AHE
FAeaL i mvlel SAE WSl A Eletsinh Aol AR ojvld AFS FHte oA
z2agoel sxtshs el @B A (CnC) AMZE U dEol A AREE = Zle waiskd. M-S

2 Az dogAE 5457 s 283 Jrss IAPETE
(MLA) AAE F8 S72 Fhs8 v=, dEdds F 2= da drpilex 2345 20194

29, 590l 717 wEEn BANETE LA BF oldel 247 AHE FEE el 23 Ano

317) SRQENAZY, “WAYo] oOPdRE BA 7|% wuA - Bupxl o 99F, AE3AT, 2019.2, 79
318) SHRQIEUAIZY, “20184 2827] Alols] ¥ 3 RIA", 2018.07.
319) ME&&5YXEHY 2021.8.18. A1 20210H17, 202111202483 =2,

- 170 -



ol kg AlF Sl 2020 52 Aol o] Fo

)3l 25 K E(data preservation)S LA sttt 3Ale ok |
Aok AZEE vmo A Zule] oigt 7R AR, AANY, HE7E 5 wa, Y Amed dlE) 27
9 7t B4 & g FadEe] dig 2AE AA I gAE EAHSAT AEE JHE fFE2E 9

e
ow W, WEBE F ool @skeh Fxsbel 3d ek of 33w Aol gl 20 7H A B
N %e BASRAY. 0 A% FARA 5 AHEOR FuE AU £ F2 57sh Auee] o
s

48670 S AT AR

fr
i5)
1o
N
s
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X
o
°
e
s

>
>
s
=)

=
An ‘FruA~E’ Fx AA(Operation GoldDust) 2.2 olojxt), =g AE Fx AHdoE 22 2
=

HE aea @3, 55, W, Avd, Zgx 59 Weags, S4Y¥ 2 w2l 9ew, Fus,
Frobvoel, g8, 2912, FholE, G, viE F 17/0Fe] Fel@om, A ¥ A4S Fa 20209

29070 119 Aol @FelA @A velx} 3L wEeke] F T

k= 3)9] A== 3 (Gandcrab), 4T x7]8](Sodinokibi), @ (Revil) :A o]

H
l—‘
(o
i)
i
o
‘N
]
o
o
[
J—‘

(3) AAHA

rr

Suhtell Al Aol E AAT Az Atdls M= W] Aotk 13k WSl HA
7F o Aol ARar, wAAR el A E BA dskEelE A Aot AlAl Faol
Fojete ‘FEGAE 2% (Operation GoldDust) .2 QA" A= AlAtsks= wp7F Av A,
Abat ol A G ARARY

ol 2He] Fue

o)
N K

o

o
B
U_Ll

AZ7E ZARE 2ade] FAVE vk Ae AR 5 A3, odE] Wi

28 2

A2 AR AHE I At

flo

o
Y

3%

=

Y., AZA-$3golyy EF dddo TE5FA
(1) AH71e

23 WA (CLOP)= 20199 2¢¥ 159458 229714 dista AxAqA & AH e PC 8l10dE #4
A ARold 25 sl s A Zradocs A6 Al HARMEES TET A=

gk e Jus doloby JuE AAGe] Yol F 54 Tk BFL AeHE 45 %

A -295H.

321) A7 BeAtw, dYol 7H FEA AA, 4, 2021.03.10.

322) INTERPROL ¥ E=Atg (2021.11.08.), Joint global ransomware operation sees arrests and criminal network
dismantled,
https://www.interpol.int/News-and-Events/News/2021/Joint-global-ransomware-operation-sees-arrests-and-c
riminal-network-dismantled (2]&Z®2Y 2023.11.17.)

323) EUROPOL, Five affiliates to Sodinokibi/REvil unplugged,
https://www.europol.europa.eu/media-press/newsroom/news/five-affiliates-to-sodinokibi/revil-unplugge
d (F59+2Y 2023.11.17.)
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dld AP vl o EQFR AN (Homeland Security Investigation, HSD9] Sk x| 37} AA 2 o
S Stk HSI A2A 5o vl AR v FHAZE, w5 o|wlgo] dAA Iz HA muf &3
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344) DO] ¥ =Atm (2017.05.01.), Florida Man Sentenced to Prison for Engaging in a Child Exploitation Enterprise
https://www.justice.gov/opa,/pr/florida-man-sentenced-prison-engaging-child-exploitation-enterprise BEYEA
2023.11.07.)

345) FBI ¥ EA}8(2017.05.05.) ‘Playpen’ Creator Sentenced to 30 Years, Dark Web ‘Hidden Service' Case
Spawned Hundreds of Child Porn Investigations
https://www.fbi.gov/news/stories/playpen-creator-sentenced-to-30-years (&&= 2023.11.26.)

346) EUROPOL HEX}®, “Major online child sexual abuse operation leads to 368 arrests in Europe”
https://www.europol.europa.eu/media-press/newsroom/news,/major-online-child-sexual-abuse-operation-leads-to
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347) Securityaffair (2017.09.09.) FBI masqueraded the NIT in a video-bait to unmask sextortionist on Tor
https://securityaffairs.com/61850/cyber-crime/fbi-nit-sextortionist-tor.html (£]£9=2d 2023.07.26.)

348)EFF S o] X], The Playpen Cases: Frequently Asked Questions
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349) DO HEAlE (2017.05.01.), Florida Man Sentenced to Prison for Engaging in a Child Exploitation Enterprise
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Case 3:21-mj-01948-MSB Document 1 Filed 05/18/21 PagelD.44 Page 1 of 33

UNITED STATES DISTRICT COURT
unsealed on 6/7/21_per order -dig for the

CENTER FOR

m SECURITY,
INNOVATION,
AND NEW
TECHNOLOGY

(2) Aha

FBISt 35 %ol 3 mWAlA S As 7193 A2 2018d00H. o] 12 sty s ¥

bt 2§37 Bt Aol FeANA WARHL FHOE AV B/ ANP P 4A
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ANOM AREAF 3F @rAst= S4 g ool ek F42 A 8 Aok ofd iBot A¥E HAFS
de WHEel wel FBI AHES Algst7|2 A4 s , AI3=ra AEE WY HES
Setith 2739 mktt iBot MBS HAbstaA 2 W&S FAE & A @ Aol vw=2 F7t
MLAT (Mutual Legal Assistance Treaty)ol wel A dlolH & 5kt agla w5 €, & +
o] FBIY ANOM AW t©lo]lE & AlgatA At 20199 10¥€ ©]F FBIZF MLAT® W& A3 9]
iBot A8l ZHl= & wAXE AAedtt 2 A3 F 11,8007 A A wlA A S T sk 2,000% 74
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FAF A= ANOM A9k st wale] 5o s 7bed Addrh FA|# F, FBIE
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= oo 91X% iBot AWM= 28 HH, WAA e ¢S E 53 F FBIZF &3 24 iBot A H =

AdaEd. F W4 BotdHol d2E BCC= ¢ dls 5 3 WA AdxdzdA g fes d¢d

CA 3AE B Fu AR vt
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T
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T Atk ANOM AH&Atel 7= 574 JID(Jabber ID)7F @@ ¥ =H], ol i3 9 <24 = F 749

350) zdnet, “FBI AW A LA} 714 BAIA oz AQERR”. 2021.6.9. https://zdnet.co.kr/view/?no=20210
609092230 (R]&4rE 2023.11.09.)
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% Q7] WEol FBI:= ALgAe JID %539 osue 44 2wt
PR AT # AR Rk 2 WA ANOME 837 AsiAE e Al FHo] Bas

Sii=tl, Haken Aylke] 18] A|Q15olA ald FAE FHF Zo] g HAAA & A7|7F HAh

ANOM=S &83% FARtEl= A 5 79 ®A Ads op7lsith 3l WA= TS ZefoluA] A
a’el A ZAolt WY FAE Hlwm FAFAY A4x(The Fourth Amendment)ol] 91¥HE]7]o] US
W Aol AE sl ANOM AH&A= RUE o] E7bstdvhs dA7F ASAThdD vl ol ot
2 et 4 8l skgred st AAl, A, A, B HHS BANS Rl dge By
ojof dtaL FAF JHA O gfg-FAe Qlojq AL FAEFYE A8k 7] wolvh(lw AWEY

Z). webA FBIZE vl=r 9]¢ & A olA ANOMO| tloJel & wWrol #2435 Z o #

th. ANOM ®IA1A] FA ol Adaghol wpet o]k el Wz 9k ofjel Ankle] Zajo]

S8 g AT FBIE Awdle] S4U&S At 2s WAstr] 918k v

o MCC(elEE2=7t2E)E8 7kl ANOM 7171% FBI A9 AMHZEH IHEZ Hodx
(Geo-Fenced)'E =9tk wbd 1968 A4 ® M & R d S

and Safe Street Act)¥ 198611 9] #7|E Az o] AWM (The Electronic Communication and Privacy

Act: ECPA)olA Rt #g SRS d&ate 78S 71 dves 948 X 9d% drh

9 A%, AT H(Telecommnucations (Interception and Access) Act 1979, ‘TAA’)o| we} ‘&

2l IF TAAEAS X R E At FAIHe B HEE Estal V=
o) FAlH o R A7 e ARIZ|H(EJIA R T)o] dag Ao et

_1’_
g 7144 492 WAL FRY 5 At BHE AL Qb 749 Zolth HEol A4
o]

AAFAE HE AR = A0
o2 Fo Jlel AMA Joe Fek Hels HastE Holnz FA|FAlel sFdthe Aot W=
FAFAE oA AA Fol AFHYN AAHo] k= Ao dAse] HE3v= Aol A
t}353) w=e] 79 FBICl ‘Undercover Operations guidelines’ §J&<AF A Mzl 24 2 nlopy
7b Z3kEe]l 7= Sk s Akl 7y AAlGEALel s Fek=Al, delbrt o wol AbH el e
R = 27} AEsL Basth ANOM A EE SA7|go] A% o538 o Zel Ao de ol g M

AA4Ee BFS FAAT, 15 T A vheb 4 5 YHE mgns A4 9907t ek g

351) Harper, D. J., Ellis, D., Tucker, I. “Covert Aspects of Surveillance and the Ethical Issues They Rais
e.”, In Ethical Issues in Covert, Security and Surveillance Research 8, pp.180.

352) olali¥. AtolHetE HA = | ek A 39 AHE F4Ale R, Heh=1l 67, 2019, 335,

353) Avla. YAl et AE: 7|2H Agt ARlpA R, dFFe AL off @ AXA FA|Q] #ARA -
-Tol=- A0l YH S0 I3t HE, U A7]|HHR] 7]EHoH AL F/\‘OE AP 1(64) 2023, 581H.

350) BG4, WRIF, LA ] S AAr AHD A, 2SI 135(2). 2021, 18181
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A8 ZH2E Ao s HERE, =, 5 5 459 FA7|Ho] xFAE Abglelth 2%
2 FAZ RS 2017 2018 7kA] whekel =W Al (tHebx 6~436ke, =< 6kg, 2¥ SIS 1k
gt #ste] on|eAbE AFstdM goxkso] 49 EncroChat'ol#hs Go SN 2~E S AFESh=
A5 F A3 (D OnePlus One, OnePlusX % BQ Aquaris X)& 7FA 2L Jths ARE S &A H A}
ARZI S FroiEe]l ¢ ® ol oA BEAT = QAAN, FARGANA & T AN oS
AsE wpofdujo] HH o R o] getrh= AMAS IA HATE wheF D, AWM o} FAse] Fod
sh7p WhEA o2 FAstAt b Ao W H A (C3N)= 20184 119 & Abdlel #3k HiuXE
Zg2 d(Lille) AZJIRS)Ol A=At A& FHAGA £ 10d olst AFF oz A" WA (579
uhepdul) Feojel FoufA B FH-GE-TY Fool i FAbel FHFdnh ol vd = FAM
2% Europo) = FZA ~E(Eurojust) 4Fs) $HegAde] ddoz Al o356 Lol
g t=o] §eAR(JIT)o] EncroChate] A HelA Su gt dHolHE = A7l Alg gl utef,
= o 7FH 3 $Abr(National Crime Agency, NCA)-2 ‘vl €l 24’ (Operation Venetic)S =3 3}¢] En
croChat HolH & grsttt SdAWHHFAH(BKA)S tef 9 5 435 $5HE 9 EncroChatoll
g ArE FREZEEH dFstdd, sl B35 EncroChat 4
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(2) A2 3

EncroChat2 €l 293} fFALSE S SGAIAI AR 0 230D g or F3t 55 & & U=s: A7 st
HolHE syl oJgtt tlrtol~ Wo|= EncroChat(#] A A]), EncroTalk(¢1€]yl 7]8k &4 =3}) En
croMail(¢t 5 3td o]H|d AH]2~), EncroNotes(z3ld wWR) 5 Ald AX] o &g A o] o] L3y o]
UTES EncroChat =@ A A ¢t EF Android A2=¥19] olF FAAZE FAHo] F& Ao we o

355) EUROPOL, “Dismantling of an encrypted network sends shockwaves through organised crime groups
across Europe.” https://www.europol.europa.eu/media-press/newsroom/news/dismantling-of-encrypted
-network-sends-shockwaves-through-organised-crime-groups-across-Europe. (£]£82Yd 2023.06.26.)
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